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Pa yment Card Security: PCI Standards

Any business that accepts credit card or debit card payments should be familiar with the guidelines set for th by the PCI

Secur ity Standards Council, a consortium established by the major credit card companies. The organization’s privacy and

secur ity standards are intended to protect businesses, consumers, banks and credit card companies from security

breaches and fraud. Compliance with these standards is a condition of accepting payment cards issued by these compa-

nies (including Visa, MasterCard, American Express and Discover).

Over view of PCI Security Standards

PCI’s payment card security standards include 12 specific requirements for any business that stores, processes or trans-

mits payment card data. These steps are boiled down into three main categories: Assess, Remediate and Report.

1. Assess - Identify your company’s technology and process vulnerabilities that may pose a risk to the security of cus-

tomer data that is transmitted, processed or stored by your business. PCI’s standards include detailed infor mation on

best practices for IT infrastr ucture and payment card processes. Keep in mind that liability for PCI compliance

extends to third parties involved in these processes.

2. Remediate - Once you’ve identified vulnerabilities pertaining to the handling of payment cards, it’s time to make the

necessar y fixes. This process may include scanning your networ k, classifying vulnerabilities to help prior itize the

remediation process, applying security patches and re-scanning to ver ify your remediation effor ts.

3. Repor t - Compliance with the PCI security standards includes regular reports, which are submitted to the applicable

banks and credit/debit card companies. Specifically, merchants and processors are required to submit a quarter ly

scan report. Businesses with high volumes of payment card transactions must complete an on-site security assess-

ment annually.

Selected Payment Card Security Rules

Merchants that handle payment cards should contact the PCI Security Standards Council directly to obtain a complete list

of requirements. But here is a sampling of PCI’s rules:

• Do not store data from a credit/debit card’s magnetic stripe.

• Do not store a credit/debit card’s CVV or CVV2 security code (this is the security number on the back of the card,

usually three digits).

• Store only the infor mation required to complete the transaction.

• If you do store the 16-digit card number, make sure you have a plan to destroy these numbers once they are no

longer needed.

• Make sure your partners and vendors also follow the payment card security standards. Visa maintains a list of PCI

compliant service providers .

• Only use point-of-sale payment software that has is compliant with the Payment Application Best Practices (PABP).

• Use firewalls around your payment card processing system.

• Make sure passwords and security codes are in fact secure.

• Encr ypt payment card infor mation stored on the processor’s computers or sent over the internet (or any public net-

work).

• Use anti-virus software and update it regularly.

• Make sure employee access to data is tightly controlled.

https://www.pcisecuritystandards.org/security_standards/index.php
http://usa.visa.com/merchants/risk_management/cisp.html?ep=v_sym_cisp&symlinkref=http://smallbusiness.findlaw.com/business-operations/card-payment-security-pci-standards.html
http://usa.visa.com/merchants/risk_management/cisp.html?ep=v_sym_cisp&symlinkref=http://smallbusiness.findlaw.com/business-operations/card-payment-security-pci-standards.html


• Give each employee who uses a computer a unique user ID.

• Tightly control access to hard-copy payment card infor mation.

• Put a data security policy in place for employees who handle sensitive data and reinforce it.



Find a Consumer Protection 

Attorney Near You

Learn More: Tips to Help Protect Your Identity, Protect 

Yourself from Online Auction Fraud, Stolen Identity: 

What to Do

The FindLaw Guide to Online Fraud and Identity Theft

Follow us on

A Thomson Reuters Business

FINDLAW.COM EMPOWERS 

PEOPLE WITH TRUSTED,  

TIMELY AND INTELLIGENT  

LEGAL INFORMATION

BLOGS – FindLaw Blogs present timely news that has 

real-life implications, deliver important information 

and discuss law-related entertainment. 

FINDLAW ANSWERS – A vibrant, interactive online 

community where everyday people can ask legal 

questions and get real-time answers from legal  

professionals and others with similar experiences.

NEWS & NEWSLETTERS – Updated throughout the 

day and night and covering a wide range of legal 

topics, FindLaw.com’s News page presents current 

legal news, keeping people informed and educated.

FIND A LAWYER – An easy-to-search database 

of more than one million lawyers and law firms. It 

provides detailed information, enabling people to 

contact a qualified lawyer when they are ready.

DO-IT-YOURSELF FORMS & CONTRACTS – FindLaw.

com provides accurate legal documents for common 

legal matters. Choose from a library of easy-to-use, 

low-cost, accurate legal forms for everyday legal issues.

FINDLAW VIDEO – On FindLaw.com, you’ll find an 

online directory of more than 1,500 short videos 

dedicated exclusively to legal topics and attorney and  

law firm profiles.   

Connect With Us
FindLaw.com has an entire social media team 

dedicated to providing our users with as many 

options as possible to join, participate in, and learn 

from the FindLaw community. Some of the  social 

key channels are the following:

 

•	 FindLaw for Consumers on Facebook 

Making the law easy to access with interactive 

legal updates aimed at starting conversations, 

informing followers of their legal rights and 

providing a forum for questions and resources 

 

•	 @FindLawConsumer on Twitter 

Tweeting interesting, entertaining and  

informative legal news everyday 

Copyright © 2013 FindLaw, a Thomson Reuters business. All rights reserved. The information 

contained in this article is for informational purposes only and does not constitute legal advice.  

The use and distribution of this article is subject to the Creative Commons BY-NC-ND license, which 

can be viewed at  http://creativecommons.org/licenses/by-nc-nd/3.0/. You must attribute the article by 

providing the title of the article, FindLaw copyright notice and link to the original work. You may not 

use the article for commercial purposes and you may not alter or transform this article in any way.

HAVE A LEGAL QUESTION?

NEED TO FIND AN AFFORDABLE, 

QUALIFIED ATTORNEY?

Protect yourself, your family or  

your business with a legal plan 

or form from LegalStreet

http://consumer.findlaw.com/online-scams/?DCMP=CCX-MG-012
http://findlaw.com?DCMP=CCX-MG-012
http://www.facebook.com/FindLawConsumers?DCMP=CCX-MG-012
https://twitter.com/findlawconsumer?DCMP=CCX-MG-012
http://legalblogs.findlaw.com/?DCMP=CCX-MG-012
http://answers.findlaw.com?DCMP=CCX-MG-012
http://legalnews.findlaw.com/?DCMP=CCX-MG-012
http://lawyers.findlaw.com?DCMP=CCX-MG-012
http://forms.findlaw.com/?DCMP=CCX-MG-012
http://video.findlaw.com/?DCMP=CCX-MG-012
http://www.facebook.com/FindLawConsumers?DCMP=CCX-MG-012
https://twitter.com/findlawconsumer?DCMP=CCX-MG-012
http://www.facebook.com/FindLawConsumers?DCMP=CCX-MG-012
https://twitter.com/findlawconsumer?DCMP=CCX-MG-012
http://creativecommons.org/licenses/by-nc-nd/3.0/
http://findlaw.com?DCMP=CCX-MG-012
http://legalstreet.com?DCMP=LS-LPD-001

